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MICHAEL KELLER is an intrepid staff reporter for
Al Jazeera America. JOSH NEUFELD is a nonfiction
cartoonist addicted o social media and the latest
gadgets. Together, Michael and Josh explore the
rapidly evolving world of Big Data and privacy...
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In this episode: How Josh's first ride
with Uber turns into a microcosm of the
techno-surveillance state!
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a presentation at a
large university on
Our previous comic,
"Terms of Service:
Understanding Our
Role in the World
of Big Data"...

...when we took
an Uber ride with
two members of
the university's
privacy office ¥
one of whom i$ an
avid Uber user,

Wow, Michael,
with you thrown in--
quite a collection of
privacy nerds!

*They have asked for anonymity because they are not speaking on behalf of their employer or in an official capacity

as privacy officers,



Hello, sir, 4,7 -- you have very good score! How about: you
give me five stars, | give you five stars? Yes?

At that point | didn't know that in the Uber
universe, the passengers and drivers rate EACH
OTHER --and the rating determines which drivers
get fares, and who gets picked up.

Right. This "rating economy" underpins the whole
system--as it does a host of other apps like
Lyft, AirBnB, etc.. And, it has its vulnerabilities...

For example, it also turned out the driver was
videotaping us -- without permission, which is
illegal. And storing the video in the cloud.
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Uh, it's for fraffic accidents...
Or customers who become frouble...
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He was recording audio as well, That's the
point | almost lost i, Because audio tends to
give more detail and information than just
video,

And my overall
feeling throughout
the enfire ride
[was] here are
[two] people who
had never faken
Uber before,

| didn't get the sense that he was being
malicious in any way in recording it, like he was
going to use it for some nefarious thing.
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They could have knife, have a gun. So, you know,
that's why | have the camera... to see them
when they get in, Because you never know..,
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/;_9'.!\ Why couldn't | have gotten [a driver]
s ¢ who | normally get to give [them] a
great experience?

"[Because] the app is great. It's really changed
how people think about transportation...”

It was more like, "We're so distrusting of
everybody around us that we feel we have
to record these things, and throw up cameras
everywhere to protect ourselves."

And
that just
continues to
erode the
trust.

Ed. note: Uber did not respond to questions about
itS policies regarding manipulating ratings or recording
passengers.



/ The guy is an independent
contractor, His livelihood is
his Uber rating, so he has
to look out for himself, t

So you must have been pretty
creeped out that the driver was
recording us?...

To be honest,
| thought it
made sense,

]-F YOMP Job is Pegged 1-0 a Score’ YOM'” do Wha'f concernS me more iS hOW *his kind O'F
everything in your power to push back against incident iS only geftfing more common --ratings
a possibly unfair rating -- and surveilling each other play a part in all
our livelihoods now, even as Simple
conSumers.,.

including
doing the thing
you yourself fear
most -- having your
actions porfrayed
dif ferently from
what you
infended.
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Some restaurants depend on Yelp ratings
or rate customers on loyalty. The FTC can bring rating game, AirBnb reviews can
legal action if things like Amazon product reviews determine where you vacation, Employers
are unfair, they fold me, but the agency hasn't sort job applications by "creativity"
of fered guidance for ratings of people, and "leadership."

Online dating is one Big Data

The list
goes on,

How does a driver’s sub jective
rating of me--that | can't easily see¥--
impact my future ability to get ftransportation?
Or a job? Or who knows what else third-party
companies do with this data?

*The official way to find out your Uber
score is to request it from the company
-- or ask your driver fo tell you..




meﬂ, if yM know, | dic\m Al Ha! He outf-surveilled us! It's like an arms

too! least in California¥

--as his recording
of us.

x A California appellate court has ruled that
this statute applies to the use of hidden video
cameras to record conversations as well. See
California v. Gibbons, 215 Cal. App. 3d 1204 (Cal
Ct. App. 1989).

Maybe we should just ?
put body cameras on

EVERYONE -- like how
they're talking about
doing with cops... /

It's like everyone
HAS to spy on everyone,
We're all "informants" in

the system--mediated
through these rating
structures.

It remindS me of
China’s national 1.D,
Card...¥
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*¥The Chinese government is reportedly planning to implement a social
credit system, using Big Data fo issue financial and social scores for
all adults, linked to ID cards to be issued by 2020.

don't want it to think to at the ) race--or a Mexican Standof¥...
be "sub jective,” time, Also, that ’
you should have would have been

recorded him just as illegal --at

The idea of rating the
passenger was a little shocking to
me. You're rating BEHAVIORS, It's

such a slippery slope,

Since then " am a
someone has pulled 900d person

up my rating and it's A | have a 4.8!"
[now] a 4.8.




You know, my
Uber rating is
5.0!

| thought that
was your
first and only

out, the
driver gave me his
code, and we did a

zero-mile ride. He
gave me five stars
and | gave him five
stars. I'm a model
Uber citizen!

the end, what same places --my home, the

did you end faculty center... It would not be
up rating our too hard to correlate [ratings]
driver? if they had even a little piece

of information,

2\ "l had one driver who

i\ [had] obviously picked
¥ me up before, He said he
recognized me, and when he
dropped me off he said..."

Oh, the last
time you gave me a bad
rating.
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No of course they can't our

see what you rate them,
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"But then--how did he know??

recall, | did give
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So, as | Not

because | wanted

to... but because
| didn't want
retaliation,

driver five
stars.



